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Abstract
This research extends theories of trust from e-commerce to incorporate digital currencies. In particular trust in business to consumer e-commerce transactions carried out using digital currencies such as
Bitcoin is explored. A model of online trust is considered to be valid in this different transaction context but the significance of each construct changes and some extensions are necessary. The role of institutional trust in transactions has differences that are explored and new constructs are suggested.
These new constructs are incorporated into a new digital currency enabled transactions trust model.
The results support the validity of the role of the rate of adoption and reputation of digital currencies
as part of situational normality. The nature of the digital currency itself, the digital currency payment
system, the payment intermediary, the digital currency P2P infrastructure, self-imposed and external
regulation are also considered valid as part of structural assurance. These findings can be used by
those developing the related technology, the vendors and regulatory institutions to increase consumer
trust in digital currency enabled transactions in order to extend adoption and use.
Keywords: Digital currency, trust, Bitcoin, e-commerce, business to consumer.

9th Mediterranean Conference on Information Systems (MCIS), Samos,Greece, 2015

1

Zarifis et al. / Trust in Digital Currency Transactions

1

Introduction

While there are a number of perspectives on what constitutes a digital currency the most widely adopted view which is also the one used in this research is that they allow the transfer of value online without a traditional bank being involved (Hett, 2008). The terms cryptocurrencies and virtual currencies
are also used but they have a technology and virtual world bias respectively. Current research into digital currencies can be separated into three threads. The main focus of the media, practitioners and research (Sapuric and Kokkinaki, 2014; Hayes 2015) has been on the value of one such digital currency
Bitcoin, considering this an important indicator of these currencies success. A second research thread
is developing the underlying technology (Gjermundrod and Dionysiou, 2014; Verbücheln, 2015). A
third thread, which this research is part of, attempts to explore and better understand the inherent functionality and value of this technology (Giaglis and Kypriotaki, 2014; Zarifis et al. 2014) considering
the functionality and value as the deciding factors in their adoption in some shape or form (Internal
Revenue Service, 2014). While the current price of Bitcoin depends on the actions of certain organizations and individuals the inherent characteristics are not and may therefore be a better medium and
long term predictor of adoption.
This research attempts to better understand consumer trust in transactions using digital currencies so
that our understanding of one of the inherent characteristics of this technology is developed. The consumer’s perspective and level of trust in a technology is an important factor in the level of its adoption
particularly when there is some financial risk. This paper develops previous research (Zarifis et al.
2014) which was more exploratory using qualitative methods by applying a quantitative data collection and analysis. The quantitative data collection was guided by the previous findings (Zarifis et al.
2014).

2

Digital Currency Enabled Transactions

There are a number of digital currencies in addition to Bitcoin including Litecoin, Ripple, Anything
Point, Facebook Credits, Amazon Coin and Linden dollars. This research chose Bitcoin to explore but
the findings should be relevant to other digital currencies also. Bitcoin, like Litecoin and Ripple, is
both a currency and a transaction system (Nakamoto, 2009). Furthermore these three currencies are
not limited to a specific environment (Akins et al. 2013) in the way Linden dollars can only be used in
Second Life. For the consumer to use Bitcoin they need to have an internet connection, a user version
of the Bitcoin software known as Bitcoin wallet and another user such as a retailer willing to carry out
a transaction. The transaction is either at a minimal fee or no cost. The significantly lower cost in
comparison to transactions implemented by traditional banks is one of the main factors that is attractive to consumers.
When the consumer considers collaborating online trust is an important factor. Trust becomes an even
more decisive factor when making a transaction online (Jarvenpaa et al. 1998; O’Brien, 2000;
Bhattacherjee 2002). Trust is considered to have two components trusting beliefs and trusting behavior
(McKnight et al. 1998; Pearce, 2007). In addition to this psychological dimension of trust there is also
a more sociological dimension that includes institution based trust. Institution based trust refers to the
trust in the institutions involved in the transaction such as a regulator, a government or a bank card
provider (McKnight et al. 1998).
Trust in digital currency enabled transactions includes the issues related to trust in online transactions.
Therefore the research in the area of online trust should be applicable. In addition to being an online
transaction however it has some different characteristics and a partly different context due to the use of
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digital currencies and therefore warrants particular attention. Previous research (Zarifis et al. 2014)
attempted to explore trust in this area and adapt an existing model to this different context.

3

Digital Currency Trust Model

The model proposed and explored in the first qualitative stage of this research (Zarifis et al. 2014) is a
development of a widely adopted trust model (McKnight et al. 2002) and shows constructs of trust and
their relationships. The model combines constructs applicable to trust in all online transactions such as
the general web experience (McKnight et al. 2002) with constructs specific to digital currencies such
as the digital currency payment system (Zarifis et al. 2014).

Personal Innovativeness

Disposition
to trust
Faith in Humanity:
-Competence
-Benevolence

Institutionbased trust
Situational
normality:
-General
-Competence,
Benevolence,
Integrity
-Digital Currency adoption
-Digital Currency reputation

Trusting
intentions
Trusting
beliefs
-Competence
belief
-Benevolence
belief
-Integrity
belief

-Integrity
Trusting
Stance

Trust in the retailer

Structural
assurance:
-Digital currency
-Government
backed currency
-DC payment
system
-Payment
intermediary
-DC P2P
infrastructure
-Self-imposed
regulation
-External
regulation

General web experience

Willingness
to depend

Subjective
Probability
of depending:
-follow
advice
-give personal information
-make
purchase

Perceived site quality

Figure 1. Digital currency enabled transactions trust model (Zarifis et al. 2014), an extension of the
web trust model (McKnight et al. 2002).
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The overarching constructs of the model personal innovativeness, disposition to trust, institution based
trust, trusting beliefs, trusting intentions, general web experience and perceived site quality remain the
same. These overarching constructs along with the original model have been validated extensively and
are therefore a strong basis to develop and extend into the different context. These constructs had been
first used in other disciplines before being applied to offline business to consumer commerce. They
were then extended to the online context in a similar way to which they are being extended here to a
partially different context.
Previous exploratory research (Zarifis et al. 2014) suggested that the constructs of personal innovativeness, disposition to trust, trusting beliefs, trusting intentions, general web experience and perceived
site quality remained unchanged and valid for digital currency enabled transactions. These constructs
are related to the psychology of the consumer and the online context so it is reasonable for them not to
change as they are similar in the different context of digital currencies.
The differences identified to be explored further were in the area of institution based trust both in situational normality and structural assurance. The sociological dimension of institutional trust is posited
to be significantly different to online transactions without digital currencies. Institutional trust is defined as the environment and institutions that shape and influence it (McKnight et al. 1998). For digital
currency enabled transactions the environment is the internet. While the role of institutional trust has
been researched extensively it is of particular interest for digital currencies because institutions that
shape them are very different to the government organizations and private companies that shape other
online payments such as by bank card.
Situational normality refers to the environment being perceived to conform to what is expected and to
be conducive to a positive outcome. It has six sub-constructs. The first, general structural normality,
refers to the prevalent conditions on the internet in relation to security and the degree to which expectations will be met. The degree to which the consumer considers the related institutions as competent,
benevolent and acting with integrity reinforces situational normality. The degree of digital currency
adoption can influence the consumer. This is related to the diffusion of innovation as consumers with
different characteristics adopt an innovation depending on the degree and stage of the adoption of that
innovation in general (Rogers, 1962). The last sub-construct, digital currency reputation from the consumer’s perspective, can be influenced by a numbers of factors including reports in the media and
word of mouth. The trajectory of a digital currency value in relation to other currencies, security
breaches, successes or failures of organizations active in this area and developments in the regulatory
framework can impact the reputation.
Structural assurance refers to the related regulations, laws and guarantees. Given the relatively immature area digital currencies exist in, these are both influential and changeable. From the consumers
perspective there are similarities between the issues influencing situational normality and structural
assurance but the former is more fluid and abstract while the latter is more rigid. This construct has
seven sub-constructs. The first sub-construct focuses on the currency characteristics, not the technology. As digital currencies are an alternative to government backed currencies the structural assurance in
both influences the level of trust in the former. The second sub-construct, the digital currency payment
system, can be explored separately as it faces different challenges and competitors. The payment intermediary can fulfil the function of the payment but also act as a reputable independent third party
reinforcing the consumers trust in a successful transaction. Digital currency peer-to-peer infrastructure
can also be considered separately as it is the platform of the technology and fundamentally different to
alternative currencies and payment systems. Self-imposed regulation is a factor as it is a way to mitigate the negative influence of the incomplete, immature and changeable current level of regulation.
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The last sub-construct external regulation to the degree which it exists in different countries can influence the consumer.

4

Method

While the research this paper develops (Zarifis et al. 2014) was exploratory and led to proposing some
extensions to a model of trust to cater for this context this paper attempts to validate that proposed
model. The data was collected by questionnaires. The participants had made online purchases but had
not necessarily used Bitcoin. It was considered that a sample from current Bitcoin users which would
share characteristics of technology savvy early adopters would be less representative of consumers in
general. The limitation here is the varying exposure to this immature technology that the participants
would have. This is a point in the method where gauging the consumers’ perspective was preferred
over a more typical human computer interaction focused experimental approach. The questionnaire
adapted scales from similar research on trust (McKnight et al. 2002; Wrightsman, 1991; Dobing et al.
1993) and the participant responses were recorded on a 7-point Likert scale. Participants were recruited online and were mostly from Europe and North America. The participants were volunteers and no
payment was given.
The analysis was in three stages covering convergent, discriminant and nomological validity. These
three parameters would give us construct validity (Bagozzi et al. 1991). The methods used were Principal Component Analysis, Confirmatory Factor Analysis and lastly Second-Order Models. Principle
Component Analysis would show us whether the constructs were discriminant. As these construct had
been explored in the qualitative phase in earlier research (Zarifis et al. 2014) there were strong indications of the validity of the model’s constructs but as the previous sample was small the generalizability
of the findings could not be claimed. Confirmatory Factor Analysis was implemented with Structural
Equation Modeling to evaluate the convergent and discriminant validity of the sub-constructs. Lastly
Second-Order Models were used to evaluate the relationships across constructs with LISREL 9.1.

5

Results

From 562 questionnaires received 528 were considered valid. The quantitative analysis of these questionnaires showed a degree of validity of the constructs that exceeded the minimum acceptable level.
The hypothesized paths were significant. Additional links and adaptations of the model were explored
but not found to be sufficiently supported. For the constructs that are relevant to all online transactions
beyond supporting their validity in this context this research further supported their validity in online
transactions by consumers in general. These previously validated constructs were personal innovativeness, disposition to trust, the sub-constructs of institutional trust that came from the general online
trust model (McKnight et al. 2002), trusting beliefs, the general web experience and perceived site
quality.
For the sub-constructs of institutional trust that are specific to the context of digital currencies this further supports the findings of the qualitative research which developed them (Zarifis et al. 2014) and
suggests they are valid and generalizable. Digital currency adoption and digital currency reputation
were particularly significant. Both of these are part of situational normality that appeared to have a
stronger influence than structural assurance. This may be due to the early stage in the adoption of this
technology and may subside when this technology matures and the uncertainty around certain issues is
reduced. An alternative explanation of these results is that the sub-construct of situational normality is
currently and will remain more significant for digital currencies due to the nature of the function they
provide and the issues currencies and transactions involve.
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Construct

Sub-construct

Personal innovativeness
Faith in humanity

Alpha
0.81

Competence
Benevolence
Integrity

0.79
0.86
0.83

Situational normality
-General,
-Competence, Benevolence, Integrity
-DC adoption
-DC reputation

0.70
0.78
0.86
0.85

Structural assurance
-Digital currency
-Government backed currency
-Payment intermediary
-DC P2P infrastructure
-Self-imposed regulation
-External regulation

0.84
0.85
0.81
0.83
0.78
0.81

Trusting beliefs
-Competence belief
-Benevolence belief
-Integrity belief

0.85
0.84
0.83

Trusting stance
Institution-based trust

Trust in the retailer

Trusting intentions
-Willingness to depend
-probability to follow advice
-probability to give personal information
-probability to make a purchase

0.81
0.84
0.83
0.84

General web experience

0.82

Perceived site quality

0.86

Table 1. Construct and sub-construct reliability

6

Conclusion

Digital currencies appear to offer advantages such as convenient, immediate, low cost transactions and
have attracted the interest from retailers and consumers (Giaglis and Kypriotaki, 2014). These currencies however face the challenge posed by trust that is particularly decisive in all online purchases and
transactions (Jarvenpaa et al. 1998; Bhattacherjee, 2002; Zarifis and Kokkinaki, 2015). The main contribution of this research was to assess the validity of the digital currency trust model proposed (Zarifis
et al. 2014). This is part of a thread of research into the potential value and limitations of digital cur-
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rencies to the consumer (Giaglis and Kypriotaki, 2014). The data collected and analysed supported
firstly the validity of the model and secondly that trust has related but distinct parts that should be given individual attention.
The consumer trust in digital currency mediated transactions model can benefit organizations utilizing
digital currencies in a number of ways: Firstly those developing the technology that supports the currency itself but also organizations that want to use it can take the findings into consideration to reinforce trust. For example the disagreements over the future of Bitcoin (Hearn, 2015) reduce institutional trust significantly and should be avoided. Secondly organizations engaged in business to consumer
e-commerce can adapt their models, marketing and outlets to build consumer trust more effectively.
For example a retailer can compensate for the reduced institutional trust by increasing trust with further assurances and guarantees (Karimov and Brengman, 2014). Thirdly organizations engaged in
business to consumer commerce faced with a range of payment systems and channels (Lazaris and
Vrechopoulos, 2015; Zarifis and Kokkinaki, 2015) can make better informed choices about where digital currencies can fit into their multichannel strategy. The role of the payment intermediary who may
offer the digital currency functionality also influences trust. The value of some steps that have already
taken place are supported by the model such as some Bitcoin organizations volunteering themselves to
be regulated so that institutional trust is enhanced (Gruber, 2013). Lastly the trust in digital currency
enabled transactions model can provide clarity, a platform and structure for further research and discussion.
Further research is needed to confirm the findings with different samples, methodologies and digital
currencies other than Bitcoin. Furthermore the constructs and sub-constructs may change in their significance and relevance over time. This is due to the volatile nature of this immature technology and
its relationship with competing online payment systems which are also evolving.
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